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THANKS TO BITMOVIN FOR HOSTING TODAY !

• BuyDRM and Bitmovin engaged as partners since 2014

• Bitmovin Encoder and Player both integrated with KeyOS Multi-DRM Platform

• Bitmovin Encoder securely acquires Content Encryption Keys (CEKs) from KeyOS

• Bitmovin Player securely acquires Content License Keys (CLKs) from KeyOS

• BuyDRM and Bitmovin engaged on several high profile media clients

• BuyDRM/Bitmovin Partnership info available @ www.thedrmblog.com 
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KEYOS MULTI-DRM OTT PLATFORM

• Highly scalable and robust multi-DRM platform delivered as SaaS and Software

• KeyOS API-driven approach enables shorter deployment times & more scale

• KeyOS compatible with existing industry-standard video workflows

• Supports today’s most popular models: Live, VOD, online and offline playback

• PC, Mac, Android, iOS, Apple TV, Smart TV, Roku, Google TV,  Smart TV, Xbox, STB  

• Studio Approved for OTT, SVOD, BYOD, Dailies, Screeners, Early Release, PR, DST

• 50+ industry leading encoders, servers, players support the KeyOS Platform APIs
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KEYOS MULTI-DRM OTT PRODUCTS

The KeyOS™ MultiKey™ Service 

supports consumer DRMs including 

Microsoft PlayReady, Google 

Widevine Modular, and Apple 

FairPlay DRM. Includes support for 

HLS, MPEG-DASH and Microsoft 

Smooth Streaming. By supporting 

adaptive streaming technologies 

MultiKey enables smooth playback 

of media to clients via HTTP for live 
and VOD or downloads.

The KeyOS MultiPlay™ SDKs 

support all the popular consumer 

playback platforms with a feature 
rich player and Multi-
DRM support. Using conventional 

development platforms, the SDKs 

are integrated into our clients’ 

premium apps for Apple iTunes 

and Google Play and utilized 

during the content playback 
process.

The KeyOS MultiKey™ Server 

enables in-network, on-premise 

and cloud, support for delivering 

multi-DRM license keys to a broad 

array of popular platforms and 

devices using widely-supported 

commercial DRMs. The KeyOS 

MultiKey Server can be provided 

as a Docker container or AMI for 

AWS cloud computing for global 
deployments.

BuyDRM’s KeyOS MultiScreener™ 

platform provides every aspect of 

Screeners. Digital Dailies, Marketing, 

PR and sell-through for premium 

video content. Included are secure 

user access, multiple layers of 

access control, forensic and visual 

watermarking, just-in-time packaging 

streaming, rights policy creation, 

license key delivery services and 

secure content playback.

https://www.buydrm.com/sites/default/files/BuyDRM_KeyOS_MultiKey_Service_ProductSheet.pdf
https://www.buydrm.com/sites/default/files/BuyDRM_KeyOS_MultiKey_Service_ProductSheet.pdf
https://www.buydrm.com/sites/default/files/BuyDRM_KeyOS_MultiKey_Server_ProductSheet.pdf
https://www.buydrm.com/sites/default/files/BuyDRM_KeyOS_MultiKey_Server_ProductSheet.pdf
https://www.buydrm.com/sites/default/files/BuyDRM_KeyOS_MultiPlay_ProductSheet.pdf
https://www.buydrm.com/sites/default/files/BuyDRM_KeyOS_MultiPlay_ProductSheet.pdf
https://www.buydrm.com/multiscreener
https://www.buydrm.com/multiscreener
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BUYDRM CUSTOMERS
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WHAT IS LOW LATENCY STREAMING ?
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HOW DOES DRM AFFECT STREAMING LATENCY ?

1. Slow license delivery hinders your ability to deliver video to your users.

2. Slow start up times can cause users to exit the playback session.

3. SVOD users may ask for a refund or credit on their subscription.

4. AVOD  publishers stand to lose ad revenue on lower playback volume.

5. Frustrated users can suck up engineering resources via customer support.

6. Users may use Social Media to lower your brand value.
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MAJOR COMPONENTS OF STREAMING PLAYBACK 

1. Video Source:  Either an on-demand video file or a live ingested stream

2. Video is encoded or packaged or both by either software or hardware

3. In some cases, the live or VOD video is packaged by a Streaming Server

4. Encoded, Packaged, Encrypted video is sent off to a CDN or Distribution Network 

5. Video player begins to load the streaming manifest for playback.
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MAJOR COMPONENTS OF STREAMING PLAYBACK CONT.

6. If DRM signaling not in the manifest, player downloads init chunks, identifies encrypted media and begins LAP.

7.   If DRM signaling is noted in the manifest, player immediately begins the license acquisition process (LAP)

8.   Playback session is initialized and license is requested from DRM Platform.

9. Player acquires DRM license key and stores it on a device or PC within the Playback session context 

(meaning that if non-persistent license is acquired, it is valid for only current session. If persistent license is acquired, it 
is stored locally and is persistent to some specific session which has an ID and later player can use that ID to get the 
license from the persistent license storage.)

10.  User’s video player beings to render video chunks out to screen of user’s device.
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DIRECT LICENSE ACQUISITION. AUTHENTICATION XML REQUEST FROM THE BACKEND API 
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DIRECT LICENSE ACQUISITION AND DIRECT AUTHENTICATION XML INJECTION 



15

INDIRECT LICENSE ACQUISITION THROUGH A PROXY 
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WHERE ARE THE DRM BOTTLENECKS ?

1. 3rd Party Content Encryption Key (CEK) acquisition process

2. Packaging/Encryption VOD or OTF

3. Direct, indirect and proxy license acquisition

4. Persistent versus non-persistent licensing

5. Using key rotation for live streaming

6. DRM Platform optimization:

• Authentication processes
• Geographical and network proximity
• Shared vs. Dedicated vs On-Prem
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HOW TO REMOVE THE DRM BOTTLENECKS 

1. VOD packaging is preferred. 

2. OTFP must be optimized/as close to your CDN/origin as possible.

3. Implement robust CEK API and/or optimize CPIX use.

4. Implement proxy license acquisition.

5. Use persistent licensing whenever possible.

6. Don’t use key rotation if not mandatory.

7. Ensure your DRM provider has:

• Optimized authentication tech and timelines and benchmarks
• Deployed in “closest” cloud region to your user audience
• Met SLA for shared/dedicated platform and on-prem deployments
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PROUDLY MADE IN AUSTIN, TEXAS

INFO@KEYOS.COM

Facebook:
www.facebook.com/buydrm

Twitter:
www.twitter.com/buydrm

LinkedIn:
www.linkedin.com/company/buydrm


